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We have come a long way from the first desktops created by Apple and IBM in the 1970’s 
and 1980’s. Laptops and PCs now offer many advantages compared to the earlier models. 
They are compact and light enough to be portable, yet still powerful enough to run com-
plex, demanding software programs. But there are some basic guidelines to think about 
when deciding to purchase new PCs or laptops for your environment. 
 
AaSys recommends that all PCs and laptops have a minimum of 8GB, 256GB SSD and no 
lower than an i5 processor. There are unlimited number of options for a large variety of 
uses to consider when deciding on buying laptops or PCs. Whether you need to buy one 
or multiple devices for your organization, here is a guide to help you become more in-
formed about the options available. 
 
Solid State Drive (SSD) 
SSD is data storage within a computer or laptop and uses flash memory, unlike its coun-
terpart HDD which are disks that spin around and write code into a magnetic coating that 
saves the data. Here are some key benefits of SSDs that makes it more appealing to us-
ers: 
· Smaller and lighter. The size and weight of an SSD makes it possible for manufac-

tures to design and build thin laptops and other devices that are more portable and 
sleeker than ever. 

· Speed. With Hard Disk Drives, booting up can take sometimes take forever, or at 
least seem that way (remember when you were able to go make a cup of coffee to 
give your PC time to boot up? Those days are gone with this new technology). SSD 
not only decreases the boot up time, but it also loads and runs applications much 
faster. 

· Reliable. SSD houses all of the data in memory chips, which means there are fewer 
moving parts to be damaged in any sort of impact. 

· Quiet. Most HDDs are noisy due to the spinning of the drive, however SSDs have no 
mechanical parts, therefore making a computer or laptop with an SSD virtually silent! 
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 · Power. An SSD doesn't have to expend electricity spinning up a platter from a standstill. Consequently, none of the energy consumed by 

the SSD is wasted as friction or noise, rendering them more efficient. On a desktop, that will lead to a lower energy bill. On a laptop or tab-
let, you'll be able to eke out more minutes (or hours) of battery life. 

 
RAM (Random Access Memory) 
RAM or memory is one of the most important components in determining your system’s performance. It gives applications a place to store and 
access data quickly on a short-term basis. The more programs you run on your laptop or PC, the more memory you will need. If your system 
does not have enough memory, it can cause your device to run slow or be sluggish. The RAM allows you to do everyday activities on your de-
vice, such as browsing the internet and loading applications. AaSys recommends no less than 8GB of RAM for a PC or a laptop. However, de-
pending on what the device will be used for, it may require more.  
 
Processor  
The processor, also known as the CPU, provides the instructions and processing power the PC or laptop needs to do its work. The faster and 
more robust the processor is, the faster your PC or laptop will process work.  All devices have an Intel Core processor of either i3, i5, i7 or i9 
attached to it.  Intel Core processors are indicative of their relative processing power. An Intel Core i3, the lowest of the Intel Core family pro-
vides adequate performance for basic tasks. However, Intel Core i5 provides good performance for most tasks, which is what AaSys recom-
mends as a standard.  
 
Although there may be other things to consider based on the usage of the device such as ports, display size, connectivity and form factor, it is 
important to make sure you have the minimum specifications mentioned above. Also, keep in mind that older peripherals, such as monitors may 
not be compatible with newer model computers or laptops. If you have questions or have special requirements it is always best to reach out to 
your Account Executive to help your organization get the right device specifications to meet your needs. 
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What is a Zero 
Day 

 Attack? 
Each day organizations face many types of security vulnerabili-
ties. They are tasked with keeping their customers, employees, 
and their data safe from cyber-attacks. One of the most common 
yet difficult vulnerabilities to protect against are zero-day attacks. 
 
Software programs and hardware often have unintentional flaws 
called vulnerabilities. These types of weaknesses can create 
complicated problems and allow cybercriminals to infiltrate a 
system well before anyone realizes something is wrong. Soft-
ware developers are constantly on the lookout for vulnerabilities 
so they can deploy patches to fix them as quickly as possible. 
But sometimes they are not fixed quick enough, and hackers 
take advantage of this to exploit the vulnerability, leaving devel-
opers zero days to find a fix for the problem. Once a hacker 
exposes the flaws and launches an attack, it often can take not 
just days, but months or longer before a developer learns of the 
vulnerability. 
 
Zero-day attacks are difficult to preemptively protect against 
since the threat can come in many forms. The vulnerabilities can 
pose serious security risks with malware infecting computers 
through otherwise harmless web browsing activities, such as 
viewing a website, opening a compromised message, or playing 
infected media. Also, exploited malware can steal data and sen-
sitive information or worse, hackers can take unauthorized con-
trol of your network and computers. 

Many times, users are not notified by the developers about the vul-
nerabilities in hopes that they can issue the patches before hackers 
discover it. Although there is not a foolproof way to protect against 
these types of attacks, there are ways to help mitigate the risk. To 
keep your organization and data safe, take the following security 
measures: 
 
· Always be proactive by using comprehensive security software 

that protects against both known and unknown threats. 
 
· Always keep software and security patches up to date by 

downloading the latest software releases and updates.  
 
· Firewalls are crucial in protecting your system against zero-day 

threats. You can ensure maximum protection by configuring it 
to allow only necessary transactions. 

 
· Always be selective of which sites you visit and be sure to not 

click on unknown or suspicious links. 
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