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Unusual Phishing Cam-

paign Extracted Office 

365 Credentials 
 

Researchers: Fraudsters 

Used Combination of 

Techniques  

 

Security researchers at 

Armorblox uncovered an 

unusual invoice-themed 

phishing attack designed 

to extract victims' Mi-

crosoft Office 365 login 

credentials, alternate 

email addresses and 

phone numbers. 

 

The campaign, which 

recently ended, struck 

about 20,000 accounts, 

Armorblox researchers 

estimate. The emails 

were branded with a 

Microsoft Outlook logo, 

had the subject line 

"Transfer of Payment No-

tice for Invoice" and pur-

ported to offer infor-

mation about an electronic fund payment. The message 

portrayed a malicious HTML link as a way to view the in-

voice, the report, released Thursday, notes. 

 

"This email attack bypassed native Microsoft email securi-

ty controls. Microsoft assigned a Spam Confidence Level 

of '1' to this email, which meant that Microsoft did not de-

termine the email as suspicious and delivered it to end-

user mailboxes," says Rajat Upadhyaya, head of engi-

neering at Armorblox. 

 

The phishing campaign bypassed both Exchange Online 

Protection and Microsoft Defender for Office 365, the re-

port says. The emails either skipped past spam filters or the 

security tool determined that they weren't spam, it says. 

 

Clicking the Link 

If a victim clicked on the malicious link in the phishing 

email, it sent the users through a redirect and landed on 

a page with the domain "mystuff[.]bublup[.]com." The 

redirect had the parent domain "nam02[.]safelinks[.]

protection[.]outlook[.]com," which shows that the link was 

rewritten by native Microsoft security controls even 

though it was a malicious link, the report says. 

 

Once on the new landing page, the victim was present-

ed with a document named "Payment Notification - PDF" 

and a download icon. This was not an actual PDF docu-

ment but an HTML file. When opened, it showed a new 

page branded with an Office 365 header and containing 

a single thumbnail file, the report says. 
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If a victim hovered the cursor over the file, which pur-

ported to be a PDF, they saw a Google Firebase link. 

Google Firebase is a platform designed to help peo-

ple build mobile apps. 

 

"Reputed URLs like that of Firebase will fool people - 

and email security technologies - into thinking that 

clicking the link will retrieve the invoice whose thumb-

nail is displayed," the report states. 

 

If the recipient clicked on the thumbnail, a prompt 

appeared, requesting that the victim input their email 

address, email password and an alternative email 

address or phone number, the report says. 

"This was an attempt by attackers to cover their bases 

in case victims have two-factor authentication or 

recovery mechanisms set up on their Microsoft ac-

counts," Upadhyaya says. 

CYBER 
 

At this point, the malware took an unusual turn, according 

to the researchers. If the victim typed in fake or incorrect 

login credentials, the page reset and asked the user to 

enter the correct information. 

 

"This might point to some back-end validation mechanism 

in place that checks the veracity of entered details," the 

report states. "Alternately, attackers might be looking to 

harvest as many email addresses and passwords as possi-

ble and the error message will keep appearing regardless 

of the details entered." 

 

'Uniquely Sophisticated' 

Upadhyaya says the combination of techniques made 

this campaign unusual. 

 

"The individual techniques from this attack have been 

employed by hackers before, but it's the combination of 

techniques that makes the attack 

uniquely sophisticated and enabled 

it to bypass Microsoft email security 

as well as pass victims' eye tests," he 

says. 

 

Although the phishing campaign 

has ended, the fraudsters have kept 

the domains used during these at-

tacks active, Armorblox reports. 
 
 
 

Source: Prajeet Nair, Principal Correspondent, Infor-

mation Security Media Group 

https://www.bankinfosecurity.com/unusual-phishing-campaign-extracted-office-365-credentials-a-15929
https://www.bankinfosecurity.com/unusual-phishing-campaign-extracted-office-365-credentials-a-15929


CFPB Issues HPML Escrow 
Exemption Rule 
 

The CFPB recently issued a Final Rule as a result of the 

Economic Growth, Regulatory Relief, and Consumer 

Protection Act (EGRRCPA) to potentially exempt more 

institutions from the HPML escrow requirements. To be 

eligible for this expanded HPML escrow exemption, an 

institution: 

• Can have assets of no more than $10 billion 

(adjusted annually) as of the prior December 31st*; 

• Along with any affiliates, originated no more than 

1,000 loans secured by a first lien on a principal 

dwelling in the prior calendar year*; 

• Must have originated at least one closed- end, first-

lien loan secured by a dwelling located in a rural or 

underserved area in the prior year*; and, 

• Cannot maintain escrow accounts (i.e., services a 

loan with an escrow account through the second 

payment due date), other than those: 

 Required for an HPML for any application 

received on or after April 1, 2010, and be-

fore the date that is 120 days after this Final 

Rule is published in the Federal Register; or, 

 Established after closing to help borrowers 

avoid default or foreclosure. 
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*If the applicable asset size, origination volume, or rural/

underserved area service test is not met in one year, a 

bank can continue to take advantage of the exemp-

tion for applications received before April 1st of the fol-

lowing year. For example, if a bank no longer meets the 

applicable small creditor criteria based on 2021 data, 

the bank can continue to be exempt from the escrow 

requirement for applications received prior to April 1, 

2022. 

The Rule will be in effect upon publication in the Federal 

Register. 

The existing HPML escrow exemption will remain in 

place, even with this Final Rule in effect. So, if your insti-

tution is currently exempt from the escrow requirements, 

you’re not required to do anything additional or pass 

any more tests. This just adds an additional route for insti-

tutions to be exempt from HPML escrows. 

 

Source: Bankers Compliance Consulting 
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COMPLIANCE 

https://files.consumerfinance.gov/f/documents/cfpb_higher-priced-mortgage-loan-escrow-exemption_final-rule_2021-01.pdf
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AWARENESS 
web, you are often redirected to pages you did not want to visit or 
new, unwanted pages appear. 

 
Financial 

• There are suspicious or unknown charges to your credit card or 

bank account that you know you did not make. 
 
Now What? - How to Take Back Control 

If you suspect you have been hacked, stay calm; you will get through 
this. If the hack is work-related, do not try to fix the problem yourself; 
report it immediately. If it is a personal system or account that has been 
hacked, here are some steps you can take: 
 

• Recovering Your Online Accounts: If you still have access to your 

account, log in from a trusted computer that you are confident is 
not infected and reset your password. Once you log in, make sure 
to set a new, unique and strong password, the longer the better. 
Remember, each of your accounts should have a different pass-
word. If you can’t keep track of all of them, we recommend using 
a password manager. Also, if it is an option, enable Multi-Factor 
Authentication (MFA) for your accounts, helping ensure the cyber 
attackers cannot get back in. If you no longer have access to your 
account, contact the website and inform them your account has 
been taken over. 

• Recovering Your Personal Computer or Device: If your antivirus 

program is unable to fix an infected computer or you want to be 
more certain your system is safe, consider reinstalling the operating 
system and rebuilding the computer. This often requires erasing or 
replacing the disk drive and then reinstalling and updating the 
operating system. Do not reinstall the operating system from back-
ups. Backups should only be used for recovering your personal files. 
If you feel uncomfortable rebuilding, consider using a professional 
service to help you. Or if your computer or device is old, it may be 
time to purchase a new one. 

• Recovering Your Financial Accounts: For issues with your credit 

card or any financial accounts, call your bank or credit card com-
pany right away. Call them using a trusted phone number, such as 
the phone number listed on the back of your bank card, the num-
ber printed on your financial statements, or visit their website. Moni-
tor your statements and credit reports frequently. In addition, con-
sider putting a credit freeze on your credit files. 

 
If you have suffered financial harm or feel in any way threatened, report 
the incident to local law enforcement. 
 

Source:  SANS OUCH! Newsletter 
Maxim Deweerdt, Certified Instructor, SANS Institute  
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I'm Hacked. Now What? 
 
Have I Been Hacked? 

No matter how secure you are, sooner or later you may have an acci-
dent and become hacked. Below are clues you might have been 
hacked and if so, what to do. 
 
Your Online Accounts 

• Family or friends say they are receiving unusual messages or invites 

from you that you know you did not send. 

• Your password to an account no longer works, even though you 

know the password is correct. 

• You receive notifications from websites that someone has logged 

into your account when you know you did not log in yourself. Do 
not click on any links in such notifications to check your account; 
instead, type the website address yourself into your browser, use 
your previously saved bookmark, or access your account from a 
mobile app. 

 
Your Computer or Mobile Device 

• Your antivirus program generates an alert that your system is infect-

ed. Make sure it is your antivirus software generating the alert and 
not a random pop-up 
window from a website 
trying to fool you into 
calling a number or in-
stalling something else. 
Not sure? Open and 
check your antivirus pro-
gram to confirm if your 
computer is truly infected. 

• You get a pop-up 

window saying your com-
puter has been encrypt-
ed and you have to pay 
a ransom to get your files 
back. 

• Applications seem 

to be crashing randomly 
or are loading very slowly. 

• While browsing the 

https://www.sans.org/security-awareness-training/resources/what-do-when-hacked
https://www.sans.org/security-awareness-training/resources/what-do-when-hacked

